Attachment A

Sample Program for Compliance with “Red Flag Rules” Regarding Identity Theft
Revised:  August 27, 2009
[Note: Brackets and italics indicate instructions to help guide you in customizing this Program for your practice.  You may delete these from your final Program.]

Part I – Risk Assessment

The following factors indicating a low risk for identity theft apply to our practice – check all that apply.  [For a detailed discussion of these risk factors, see “New Guidance Available as FTC Again Delays Red Flags Rule” in the August 27, 2009 issue of PracticeUpdate.]  Note: Link underlined copy to article.  

___  We are in a type of business, the practice of psychology, where identity theft appears to be rare: we are not aware of reports of identity theft in this field from our professional association,  the news, trade press, or from fellow psychologists and our practice has not experienced incidents of identity theft.  

___ We know our clients individually.  We are familiar with every new patient who walks into our office.  

___ We provide services in inpatient settings where the facility has already verified the patients’ identity when admitting them to the facility. 
Part II – Compliance Program

A. General

The following Identify Theft Program (Program) is hereby adopted by the [insert name and title of key decision maker(s) for the Practice] of [insert the name of your practice] (the Practice).  The Program will be effective November 1, 2009:

In this document, “Staff” refers to the Practice’s workforce members (including non-paid staff such as interns and volunteers) including psychologists and any other mental health professionals.   
The Practice designates [name, job title] as the Red Flags Officer, the person responsible for overseeing the implementation of this Program.  
[Notes: 1) If you are a solo practitioner with no support staff, “Staff” refers to you and you should designate yourself as the Red Flags Officer.
2) If you there are several Staff members and your practice is HIPAA-compliant, it may make sense to designate your HIPAA Privacy and/or Security Officer as your Red Flags Officer.]
B.  Checking Patient ID.
[Note: This Section B may be omitted as inappropriate if the Practice operates in a small, tightly-knit community such that Staff would already know every person before they become a patient.]

The requirements of this section may be waived for particular new and existing patients when the Red Flags Officer has determined and documented that he/she and/or Staff are certain of the patient’s identity and there is no reason to suspect a false identity.  

1. Staff responsible for making appointments will ask patients to bring the following to their next appointment after this Program goes into effect:
a. Driver’s license, passport or other government issued photo ID;
b. If the photo ID does not have the current address, then a 
      utility bill, lease or other evidence of current address; and
c. Current insurance, Medicare or Medicaid card (for patients relying on 
      such reimbursement).
(If the patient is a minor, this information should be requested from the child’s parent or guardian.)

2. Staff responsible for patient intake of new patients or signing in existing patients will verify that the ID photo looks like the patient and that other descriptions in the ID, like age, height, weight & eye color, appear to be correct.
3.  If the ID looks altered or forged, Staff will request additional proof of identity.
4. Copies of the patients’ ID should be kept in a separate, highly secure location.  To avoid this information becoming a target for identity thieves, there should be limited Staff access to this file.
B. Staff will be alert to and act on evidence of fraud.
1. Staff will be alert to suspicious activity such as:
a. Identification documents that appear altered or forged.
b. Information provided by client is inconsistent e.g., information on one    

      form of identification submitted is different from information on    

                              another (such as age, address, occupation).
c. Suspicious change of address notice (for example from an 
d. expensive to an inexpensive neighborhood not explained by a change in the patient’s circumstances).
e. Reports from patients or their third party payor stating or suggesting that the patient received or was charged for services the patient never received (for example, the patient’s mental health benefits are exhausted but you are aware of only limited mental health treatment.)

f. Mail or e-mail to patient keeps getting returned as undeliverable or patient’s telephone number is no longer valid, but patient continues to appear for appointments.

g. Evidence that your paper or electronic records may have been 
Compromised; for example, you discover that a Staff member accessed patient files without authorization, or that locked patient files have been broken into.  


2. Staff will act upon suspicious activities or evidence of identity theft, as 
    appropriate, by:

a. Checking with other Staff regarding suspicious events.  For example, if Staff receives a suspicious change of address notice, Staff will ask other Staff treating that patient to consider whether such a change is consistent with information the patient has reported in therapy.
b. Contacting the patient to inquire about or verify suspicious information.
c. If there is still a suspicion of identify theft after taking the verification steps above, notifying the Red Flags Officer of the suspicious circumstances.

d. The Red Flags Officer notifying local law enforcement after obtaining patient permission. 
e. Changing passwords on electronic record accounts that may have been compromised.
f. Notifying patients where it appears that they may have been victims of identity theft and directing them to the FTC’s website for such victims: http://www.ftc.gov/bcp/edu/microsites/idtheft/.
g. Making a notation in the mental health record if the Red Flags Officer determines that the record includes or may include information pertaining to the identity thief instead of the patient.

h. Taking further action as appropriate to mitigate harm to the patient and prevent further instances of identity theft.
C.  The Red Flags Officer will ensure that staff and Practitioners are trained regarding the Implementation of this Program.


1. The Red Flags Officer will train existing Staff in the implementation of this Program as appropriate for their duties (e.g., Staff responsible for patient intake will be trained in the portion of the Program relevant to intake).  This training will consist of the Red Flags Officer discussing the relevant sections of the Program with each Staff member and making sure that they understand them.  The Red Flags Officer will also give Staff a copy of this Program to read and keep.
2. The Red Flags Officer will train new Staff within two weeks of their joining the Practice as listed above.  If there are changes in this policy, the Red Flags Officer will train Staff, as appropriate, regarding those changes.
E. The Practice will have business associates sign Red Flag Agreements.
The Red Flags Officer will determine whether it has business associates who handle patient information that could be the target of identity theft, e.g., billing services, collection agencies, accountants.  It will ask those business associates to do one of the following:
1. Sign an addendum to the business associates contract that the Practice already has in place with that company as part of HIPAA Privacy Rule/Security Rule compliance; or if no business associates contract is in place,
2. Sign a standalone agreement, or
3. Provide a copy of its own Red Flags Program and state that such Program meets the requirements of the Red Flags Rules.

See Attachment B for a model agreement designed for options 1 and 2 above. 
F. The Practice will re-evaluate this Program periodically.
The Red Flags Officer will annually re-evaluate whether this Program is effective and appropriate for detecting and preventing identity theft in light of the Practice’s actual experience with actual or suspected identity theft and in light of any new information learned by the Practice regarding identity theft risks.

------------------------------------------------------

PLEASE NOTE: Legal issues are complex and highly fact-specific and require legal expertise that cannot be provided by any single document. In addition, laws change over time and vary by jurisdiction. The information in this document should not be used as a substitute for obtaining personal legal advice and consultation prior to making decisions regarding individual circumstances.
Attachment B

Instructions:

This document is for use with any business associates who handle patient information as described in the March, 24 2009 PracticeUpdate e-newsletter article on the Red Flag Rules and as described in Section E of the Sample Red Flag Program (Attachment A to the article).

If you do not have an existing business associate contract with such entities, use Title and Intro A. If you do have a business associate contract, use Title and Intro B. For your final document please use only one of the options and delete the other title and intro section.

Title and Intro A
Sample Red Flag Agreement for Business Associates 

This Agreement is made between [name of psychology practice] (Practice) and [name of bus assoc] (Business Associate). The parties are agreeing to take such action as is necessary to comply with the requirements of the Red Flags Rules. The purpose of this Agreement is to make the Practice compliant with the requirements of the Red Flag Rules (12 CFR Section 681.2, (b)(10) and (e)(4)) that the Practice ensure that the activities of the Business Associate will be conducted in accordance with reasonable policies and procedures designed to detect, prevent, and mitigate the risk of identity theft. 

​​​​​​------------------------------------------------------------------------------------------------------------

Title and Intro B
Sample Addendum to Business Associates Contract

This is an Addendum to the Business Associates Contract is made between [Name of psychology practice] (Practice) and [Name of business associate] (Business Associate) dated [insert date of original Business Associate Contract]. The Parties are agreeing to take such action as is necessary to comply with the requirements of the Red Flag Rules (12 CFR 681). The purpose of this Addendum is to make the Practice compliant with the Red Flag Rules requirements (12 CFR Section 681.2, (b)(10) and (e)(4)) that the Practice have in place a Business Associate contract that will ensure that the activities of the Business Associate will be conducted in accordance with reasonable policies and procedures designed to detect, prevent, and mitigate the risk of identity theft. 

------------------------------------------------------------------------------------------------------------

A. Business Associate shall be alert to and act on evidence of fraud.
1. Business Associate shall be alert to suspicious activity such as:

a. Identification documents that appear altered or forged

b. Information provided by client is inconsistent, for example, information on one form of identification submitted is different from information on another form of identification (such as age, address, occupation)

c. Suspicious change of address notice (for example a move from an expensive to an inexpensive neighborhood)

d. Evidence that your paper or electronic records may have been compromised, for example, you discover that a Staff member accessed patient files without authorization, or that locked patient files have been broken into  

2. Business Associate shall act upon suspicious activities or evidence of identity theft as appropriate by notifying Practice as follows:

a. Notifying the Practice of suspicious activity
b. Investigating any suspicious activity that may have occurred within Business Associate’s operation, for example, unauthorized access by Business Associate’s employees.

c. Taking corrective action to the extent that suspicious activity appears to have occurred within Business Associate’s operation

d. Changing passwords on electronic record accounts that may have been compromised

e. Notifying Practice where it appears that Practice or its patients may have been victims of identity theft
B.  Business Associate will ensure that its staff is trained on implementing this agreement/addendum. 
1.   Business Associate’s management and employees will be trained in the       

       implementation of these policies.
2.   Business Associate’s management and employees will be given a copy of this 
      policy to read and initial.

      BUSINESS ASSOCIATE: 




PRACTICE:

_______________________                               __________________________

Signature 





Signature

_______________________​​​​________                                        ___________________________________

Print Name and Title 




Print Name and Title

_______________________                               __________________________

Date






Date
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